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From experimenter to lab rat –
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Digital transformation creates spaces shaped by software

This affects everyday life - such as travel -, creates prediction markets, and 
shapes information infrastructures

„Datafication is not the same as digitization, which takes analog content—books, 
films, photographs—and converts it into digital information, a sequence of ones 
and zeros that computers can read. Datafication is a far broader activity: taking 
all aspects of life and turning them into data. Google’s augmented-reality glasses 
datafy the gaze. Twitter datafies stray thoughts. LinkedIn datafies professional 
networks. Once we datafy things, we can transform their purpose and turn the 
information into new forms of value.“ (Cukier / Mayer-Schoenberger)

Datafication

http://direct.mit.edu/books/oa-monograph-pdf/2282909/book_9780262295239.pdf
https://www.foreignaffairs.com/articles/2013-04-03/rise-big-data 

http://direct.mit.edu/books/oa-monograph-pdf/2282909/book_9780262295239.pdf
http://direct.mit.edu/books/oa-monograph-pdf/2282909/book_9780262295239.pdf
http://direct.mit.edu/books/oa-monograph-pdf/2282909/book_9780262295239.pdf
http://direct.mit.edu/books/oa-monograph-pdf/2282909/book_9780262295239.pdf
http://direct.mit.edu/books/oa-monograph-pdf/2282909/book_9780262295239.pdf
https://www.foreignaffairs.com/articles/2013-04-03/rise-big-data
https://www.foreignaffairs.com/articles/2013-04-03/rise-big-data
https://www.foreignaffairs.com/articles/2013-04-03/rise-big-data
https://www.foreignaffairs.com/articles/2013-04-03/rise-big-data
https://www.foreignaffairs.com/articles/2013-04-03/rise-big-data
https://www.foreignaffairs.com/articles/2013-04-03/rise-big-data
https://www.foreignaffairs.com/articles/2013-04-03/rise-big-data
https://www.foreignaffairs.com/articles/2013-04-03/rise-big-data
https://www.foreignaffairs.com/articles/2013-04-03/rise-big-data


Hier steht das Thema | Datum | Absender 5

Military use case as an extreme example of datafication:

• The rise of platform capitalism in warfare: Corporations such as Alphabet, 
Microsoft, and Amazon are helping to build the “Kill Cloud”

• Palantir generates AI-driven target selection systems by merging data sources 
(satellite imagery, biometric data, ICT data, the web)

• Individuals are selected based on scoring values, not factual relationships: “We kill 
people based on metadata.” (Michael Hayden)

„Palantir is here to disrupt and make all the institutions we partner with the very 
best in the world. And when it’s necessary to scare enemies, and on occasion kill 
them. And we hope you are in favor of that. We hope you’re enjoying being a 
partner, and we’re really happy and very very focused on what we’re doing.“ (Alex 
Karp)

Datafication

Images from Gaza war 2023-2025 by Jaber Jehad Badwan (CC BY-SA 4.0)
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• Today, we all find the infrastructure of the 
Kill Cloud in our offices

• Data-driven border technologies are 
moving inland and into cities

• Relevant providers like Palantir also rely 
on mission-critical partners from the 
academic world: LexisNexis (RELX) and 
Thomson Reuters

• Both companies diversified early on as 
data brokers to become less dependent 
on the digital transformation of academia

Datafication

https://politicsrights.com/walls-eyes-technology-and-
migration-today/
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• The Big 5 publishers, in particular, have equipped their 
platforms with data analytics and ad tech tools

• This creates customizable snapshots of the academic 
landscape across the entire research cycle

• The data collected does not remain with the service 
providers but flows through the participating data brokers

• It is impossible to track the data’s whereabouts

Datafication

https://www.dfg.de/resource/blob/174924/datentracking-papier-en.pdf
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“The reason I was interested in third-party assets being loaded on these sites is that any JavaScript loaded on these pages 
has access to the entire DOM, or document object model, meaning it can read the address and contents of the page. It 
also has access to every user action that happens on that page, and can itself load additional scripts from additional 
sources. So when, for example, a publisher puts JavaScript from Google on its pages, Google can record any information 
from the page about the article being sought, or search terms from a library user in the publisher platform. Fourteen of 
the fifteen publisher platforms included Google code on the article page.”

Cody Hanson

Science Tracking

https://www.codyh.com/writing/tracking.html
https://twitter.com/codyh/status/1199126449925419008/photo/1

https://www.codyh.com/writing/tracking.html
https://twitter.com/codyh/status/1199126449925419008/photo/1


Science as datafied space 10

Cody Hanson found

• Simple trackers („cookies“)

• Audience tools (aggregate tracking data from 
multiple sources and enable micro-targeting)

• Fingerprinting tools (identification even in private 
browsing mode)

• Real-time bidding tools

• Other web technologies

Science Tracking

https://twitter.com/json_dirs/status/1486120144141123584 
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Science Tracking

https://github.com/the-markup/xandr-audience-segments 
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• The information behavior of researchers is not 
private; rather, it is tracked on an individual basis

• The data does not remain with the publishers; 
instead, it is also aggregated and exploited by data 
brokers

• Comprehensive online profiles are created: what a 
researcher looks up is linked to
• shopping
• social media
• her jogging route
• whether she has children etc.

Science Tracking

https://www.slideshare.net/JohnnyRyan/briefing-on-adtech-rtb-
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Workbenches

Grossmann A and Brembs B. Current market rates for scholarly publishing services [version 2; peer review: 2 approved]. F1000Research
2021, 10:20 (https://doi.org/10.12688/f1000research.27468.2) 

https://doi.org/10.12688/f1000research.27468.2
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Workbenches

Grafik: Björn Brembs auf Basis von 101innovations; 
https://stoptrackingscience.eu/background-information/ (Auszug)
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Workbenches

https://scholarlykitchen.sspnet.org/2018/05/03/supercontinent-scholarly-
publishing/
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• transform public goods into club goods, as evident in the 
provision of information through paywalls and APCs

• are the “GAFAM of curated information” and create a 
hierarchy in access to knowledge

• generate advantages from economies of scale: their size 
enables an ever-growing array of data products, which in turn 
benefit the big players the most

• The monetization of usage data and knowledge work as a 
whole amounts to the exploitation of very personal and 
personally identifiable information

Data Cartels

https://www.sup.org/books/law/data-cartels
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• They are extremely opaque: one only sees more 
and more datagoing in and new data products 
coming out

• They reinforce hierarchies and insulate against 
external oversight through the use of AI

• They are becoming embedded in more and more
decision-making processes in the public sector 
(key performance indicators, rankings, 
“security”)

• They are the “informational landlords who 
decide who can swim in the ocean of 
knowledge”

Data Cartels

https://twitter.com/swibcon/status/1465326475247337478 
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„Regardless of which company will offer this as a product - in a situation where scientific publications, funding decisions, 
and web resources of scientific institutions are being withdrawn and blocked en masse in order to check them against lists 
of banned words - tracking data of researchers collected over many years can also become a threat and be used to 
generate a loyalty score based on previous behavior. Who worked on the wrong topics? What are their networks? What 
are their other activities, movements, lifestyle, family relationships?“

Research Security

https://twitter.com/WolfieChristl/status/1671309669111873538
https://zenodo.org/records/16309831
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„It is important to bear in mind that not only academic institutions 
but also research-based companies and providers of knowledge-
intensive services may rely on digital science and data platforms, 
and thus the issues outlined above apply in principle to companies 
as well. If the large consortium in the DEAL project has failed, after 
protracted negotiations, to negotiate contracts that are fully 
satisfactory in all cases with regard to data protection and “science 
tracking,” individual companies will certainly also face difficult 
negotiations. It therefore seems necessary to devote further 
attention to the issue of tracking in science within the framework 
of research and innovation policy, while taking into account the 
implications for the economy.“

Research Security

https://www.vditz.de/service/tracking-in-der-wissenschaft
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Dr. Renke Siems

Ministerium für Wissenschaft, Forschung 
und Kunst Baden-Württemberg (MWK)

Thank you!
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